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provided herein. In some embodiments, first and second
information elements are received from a potential relay
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element. In order to determine whether the potential relay
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media content proposed or provided to the user. Disambigu-
ation of named entities detected in a video content item
being played is performed by identifying and accessing an
information source directly associated with the video con-
tent item, and/or by analyzing visual content of a segment of
the video content item. Selecting, proposing and/or provid-
ing an additional media content item is based on the infor-
mation source and/or on the analyzing.
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S03 identifying an occurrence of an ambiguous reference to a named
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/5043 Disambiguating the ambiguous reference, the disambiguating\

comprising (i) identifying the video content item, (i) identifying an
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a segment of video from the video content item, and (iv) assigning
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information from the identified information source and additionally
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505 Selecting one or more media content items that are related to the
video content item, the selecting being based on the assigned one
candidate named entity
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$06 Providing one media content item of the one or more media
content items, thereby causing displaying the one media content item
on the screen of the client terminal
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57 ABSTRACT

Penetration testing campaigns generate remediation recom-
mendations based at least in part on information about files
stored in network nodes of the tested networked system.
Information is obtained about files stored in a plurality of
network nodes of the networked system, and based on the
obtained information, a corresponding data-value score for
each network node of the plurality of network nodes is
determined according to a common data-value metric. The
penetration testing campaign is executed, following which
one or more remediation recommendations are selected
based on the data-value scores corresponding to at least
some of the plurality of network nodes.
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Methods and systems for penetration testing of a networked
system by a penetration testing system. In some embodi-
ments, both active and passive validation methods are used
during a single penetration testing campaign in a single
networked system. In other embodiments, a first penetration
testing campaign uses only active validation and a second
penetration campaign uses only passive validation, where
both campaigns are performed by a single penetration test-
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can be based on expected extent and/or likelihood of damage
from actually compromising a network node using active
validation.
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(57) ABSTRACT

Methods and systems for penetration testing of a networked
system comprising a set of network-nodes by a penetration
testing system (e.g. to enforce first and/or second rules) are
disclosed herein. The penetration testing system comprises:
(1) reconnaissance agent software module (RASM) installed
on multiple nodes (each of which is a RASM-hosting node)
of the networked system to be penetration-tested and (ii) a
penetration testing software module (PTSM) installed on a
remote computing device (RCD). Internal data from each of
the RASM-hosting nodes is collected and transmitted to the
RCD. Analysis of the internal data collected from multiple
RASM-hosting network nodes determines a method for an
attacker to compromise the networked system. The first and
second rules are defined herein. Alternatively or addition-
ally, one or more of the RASM instances are pre-installed on
one or more RASM-hosting nodes before the penetration
testing commences.
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penetration testing campaign is executed, during which a
next network node targeted for determining its compromis-
ability is selected based on the data-value scores correspond-
ing to at least some of the plurality of network nodes. Based
on results of the penetration testing campaign, a method by
which an attacker could compromise the networked system
is determined and reported.
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control of a target node by using privilege escalation tech-
niques and one or more access rights achieved by compro-
mising the target node.
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Methods and apparatus for managing a joint slide show by
a source user terminal in communication with one or more
remote user terminal(s) are disclosed herein. During the
slide show, a plurality of picture files are shown on the
source user terminal. One or more slide-show display-
transitions are performed at the source user terminal by
replacing, at a slide-show display-location of the source user
terminal, a pre-transition picture file with a post-transition
picture file. In some embodiments, (i) for each slide-show
display-transition, a respective post-transition picture file is
sent from the source terminal to each remote user terminal
in advance of the slide-show display-transition and/or (ii)
each of the slide-show display-transitions is contingent
upon, and performed only after meeting a condition related
to a number of remote user-terminals from which the source
terminal has received a confirmation message confirming
receipt of the respective post-transition picture file.
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Box (STB) that in addition to outputting a TV signal to an
external TV set also supports conferencing between different
users located at different locations. When a user is engaged
in a conferencing session he may at the same time also view
and listen to a TV program on the TV set. The STB of the
present disclosure is able to cancel audio disturbances in the
outgoing audio signal of the session that might be caused by
the TV audio signal played by the TV speaker penetrating
the session as a result of being received by the video
conferencing microphone.
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A communication filtering system comprising an authoriza-
tion module and a management module. The authorization
module is configured to selectively authorize an incoming
call according to media content rendered by a media ren-
derer. The management module is configured to manage
filtering of multiple incoming calls directed to a telephony
system according to the selective authorizations of the
multiple incoming calls by the authorization module.
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57 ABSTRACT

Methods and apparatus for displaying an overlay on top of
media content are disclosed herein. In some embodiments, a
request for presentation of an overlay on top of the media
content at a target position on the display screen is handled
(e.g. by a local terminal) in accordance with a dynamically
determined extent of interference caused by the overlay to
the media content. In some embodiments, a modification to
at least one overlay attribute of the overlay is computed in
accordance with the determined extent of interference, and
the modified overlay is display over the underlying media
content. Examples of ‘overlay attributes’ include size, color,
transparency and shape.
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Devices, methods and computer-readable code for simulta-
neously monitoring the content of at least two streaming
audio content channels are disclosed. In some embodiments,
the monitored content is analyzed, and one or more features
of the monitored content channels are computed, including
but not limited to music classification features, content genre
features, and spoken content features. These computed fea-
tures may be used, for example, to compute a rating or score
for each monitored audio channel, for example, a rating com-
puted relative to user listening preferences, expressed, for
example, in preference rules. In some embodiments, the pres-
ently disclosed device includes a channel selector for auto-
matically tuning, for example, to a channel assigned a higher
rating at a given time. Alternatively or additionally, content
rating scores may be displayed to a user who manually selects
and tunes to an audio content channel.
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57 ABSTRACT

Methods, apparatus and computer readable code for deter-
mining whether a potential relay device is a relay device are
provided herein. In some embodiments, first and second
information elements are received from a potential relay
device, which is an original source of the second information
element. In order to determine whether the potential relay
device is a relay device, it is determined whether a feature of
an original source of the first information element and a
feature of the potential relay device are features unlikely to
relate to a single device, wherein a positive result of the
determining is indicative that the potential relay device is a
relay device. In an exemplary embodiment, a disclosed sys-
tem includes an information element receiver and a feature
incompatibility analyzer. Optionally, the disclosed system
includes a feature discovery module, a parameter obtainer
and a feature database.
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